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Nigera as a country in recent omes has witnessed a rise in the rate of
kidnapping, indisctiminate killings and terrorsm.'® This securty challenge
leads to the emergence of legal framework that allows interception of
communication to monitor eriminal activities especially those caried out
through telecommunicatons means such as internet and social media. '’
For interception of communications to be lawful, it must be conducted in
sccordance with the exmnt laws.™The Nigeran Communication
Commission (NCC) explores its powers under Section 70 of the Nigerian
Communication Act 2003 to formulate Lawful Interception of
Communications Regulation.'” The Regulaton is made up of twenty-four
regulanions diaided into seven parts. The Regulations deal with many
ussues, including the scope and objecave of the Regulatons, Interception
of Communicatons, and administragon of lawful intercepdon of
communicanions as well as rules relating to protected or encrypted
communications.'™

: 2.1 Conceptual Framework

- There is no universal definiton of privacy because what may be regarded

' #s “private” differs according to historical background, norms and customs
. inchuding societal preference.'®” To have a better understanding of the
concept, it 1s perinent to adopt & working definiton for the meaning of
i prmvacy. Povacy can be examined from the perspectve of differences
between povate and P-\Ibﬁl: based on individual who dissociate their private
t life from public life."™ Prvacy is considered as rght to be left alone and
~ free from any cxternal interventon on the principle of inviolable
| personality,"” and it may also include intimacy and secrecy.'” This simply
~ perceives the individual being as sacred, and who has right to his
: - personality and control over informaton about himself."”! Simply put,

182 [l

J W m

_s ™ HIPCAR, ‘lnterceprion of Communicaton: Assessment Report’ (2012)

“eancom org>document™> 16583 interception_of_communication_mpg.pdf>  accessed

31 March 2023

" Nigerian Communication Commission, Report of the Public Inquiry on the Lawful

. Interception of Commurnicaton Regulations (7 July 2015) hipsi/ Swnwwnce goving<file
i mm_rm_rm _Lewful_Interceprion.pdf > accessed 31 March 2023,

B s Wlukses, Adnenn ‘What Is Prvacy? The Hustory and Debninon of Prvacy.'

) Keresares, Gabor (Ed) TavesmSzél 2016 Tanulmdnykoter [, Buzpur,

Wm 2016, 256-65.
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ﬁ : prvacy refers to someone’s rght © keep hus personal matters and
ve relanonships secret. : i

| " Telecommunications is the exchange of information over significant
distances by electronic means. It refers to all types of voice, d:m and “fim
ansmission. It is 2 broad term that includes a wide range of information-
transmitting technologies such as telephones (wired and W"d"ﬁ;
satellites, radio and television broadcasting, the interne! and telegraphs.

It is the transmission of signs, signals, words, wnnngs, itﬂi;ﬂ and sounds
or informadon of any nature by wire, mdio, optical or other
electromagnenc systems.'” b |

Telecommunications privacy implies the privacy of communicanon. Thus
covers, particularly, other than forms of communications, the wf'-i-_ﬂtf flﬂd
prvacy of mail, telephone calls, e-mails, ¢ atera. T;lecgrnmmmauaq:
privacy defines the confidentality of communicagons, ﬁ“‘_ o
conversanons between users which extends to all kinds of compugmd
information exchange. "‘Telecommunications has its odgin in the
confidendality surrounding mail servers such that it is not only the letter
(the content of the mail) that1s to be kept confidential but also traffic data

such as the addressee’s name, time of the cansmission, and addresses are

regarded as sensitive business informaton to be protected. These aspects

have been incorporated into modern laws and regulations in the Dama

Protection and Privacy Laws of internatonal and regional bodies, including

municipal laws of various judsdicdons. For instance, the European Union’s

General Data Protection Regulations (GDPR) with the main thrust to

ensure that personal data enjoys 2 high standard of protection. It applies

to any organization regardless of where it is situated as long as it collects

personal data of persons within the European Union’s jusisdiction. Traffic

Data refers to “any data processed for the conveyance of 2 communicanon

on an electronic communications network or for the billing in respect of

that communication and includes data relanng to the routing, duration or

dme of 2 communication™.” This includes information about the rous

or iming of zny phone call, text or email, whethez it relates to an individual

or a company.'

e T T
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b Aphone call starts with picking up the phone, & user makes 2 call, the call
| isrouted through the nearest tower, and all these are recorded and stored
" in the Call Detil Record (CDR) to generate a telephone bill. The bill
'} wually bears iternized details of every phone call and is sent to the ’
13 subscribers to give an insight into the calls made by the users. The user is

using a service whereas the subscriber is the legal entty to a
' © conmact.” For example, subscribers to the Global System for Mobile
" Communications (GSM) use different mobile nerworks of MTN,
~ Globacom, Aurtel, o atfera.”
| Apart from the conversatonal aspect of communications via technology,
 there are other forms of communication through the Intemet and
. computer networks in the form of transactuonal activities such as orderng
~ 1 product and making payments on the Internet.'™ The intemnet, although
3 very useful tool in the information society, poses threats to the prvacy
of hutman beings because every time it is used, the trace of the transaction
is recorded in terms of the Internet Protocol Address.'™ In Nigena, it is
required that intesnet service providers retain internet service-related
information, including user identification, the content of user messages and
traffic routing data, for a minimum of twelve (12) months or as otherwise
lim:md by the Nigenan Communicadon Commission from ume fto

- time.

. In summaty, the privacy issues in this respect are akin to communications

. dam and taffic dam."™ Privacy of communications is a well-established
rght. Traffic data serves technical purposes which are generated and stored
beyond the users’ contrel. Traffic data reveals who and when the users are
in contact.”' Thus, in telecommunicatons, the nght of pavacy mainly
relares to being protecred against intrusions into one’s personal data (traffic
data) and communicanons with others (communication dats).

- Lawful Intercepuon refers to the facilines in telecommunications and
telephone nerworks thar allow law enforcement agencies with or without
court orders fo selectively wiretap individual subscribers to eavesdrop the

-,-il;|..r-—-'t..:_ _

"Penders  Jacques, Povacy 1 (mobils) Telecommunicanons  Services'
<hitpi/ /shura.shuac.uk/5250/ >accessed 04 Apnl 2023.
¥ Thid
" Lukman A. Abdulrauf, The Legal Protection of Dat Povacy in Nigenia: Lessons From
.‘ {;.?::. and South Africa’ (Ph.D. Thesis, Faculty of Lew, Univessity of Pretoria 2015)
Bl ("
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pratecion of rights and freedom of others.™In the ng:rin legal systemn,
the nght to prvacy 1s generally recognised under section 37 of the
Consdmuon of Federal Republic of Nigeria, 1999 (as amended). This nght
Em]: thet with other rights contained in Chapter IV of the Consttution of
_ Republic of Nigeria, 1999 (as amended) are regarded as
Fundamental Rights, subject to secrian 45 of the said 1999 Consarution, ™
It means that nght to privacy can be dcn::gn:c:i from in warranting
arcumstances. There are dicey areas which require special regulation,
deseription and procedure to distinguish between lawful derogation (lawful
mterception) from unlawful ones. This is the rationale behind the
emactment of special laws in various jurisdictions regarding this aspect,
lh'tf#ttunm:lf Nigena does not have a specific legal framework governing
the interceprion of communications at the moment although there are two
dmfied bills pending before the National Assembly, to wit the
Ipterception and Manitoring Bill which is before the Senate and the
Telecommunication Facilies (Lawful Interception of Information) Bill
which is before the House of Representanves.”” In this respect, the extant
laws and regulations that govern interception of communicaton and
prvacy are tracenble to the Nigeria Constitution, the Nigedan
Communications Act and the Freedom of Information Act 2011.

311 Constitution of the Federal Republic of Nigeria, 1999 (As
Amended)

The Consorunon puarantees pnvacy of all Nigetian cinzens and their

homes, correspondence, telephone conversadon and t:lﬁgﬂphlt

communications. - The Constitution makes no provision for how privacy

is to be protected. However, this nght is not absolute as it is subject to

¥ European Convennon on Human Rights for the Prorecnon of Human Rights and
Fundamental Freedoms, Arucle 8

*“‘Constitution of Federl R.Epuhh: of Nigeria 1999 (as amended), 5.45 pmﬂd:s for
the imitation of fandamental rights. The section states that nothing in sections 37, 38,
39, 40 and 41 of the Consurution shall invalidate any law that is reasonably ;untlﬁibl: ina
democranc socierv in the mrerest of defence, public safety, public order, public morality
ar public health; ot tor the purpose of protecting the dghts and Ereedoms of other

“[]mﬂi:_: Lamibio, ‘Intercepung Private Communics bon’
; 1 £ iy l'-I'_I- k " 0T . _‘ -1 Hata- T OHTLS

DDA O i:n::udﬂ# Aprl 2023,
"‘p;mn-n 17 aflthe E-un.sl:mmm of the Federal H.:pubhc af Nigena 1999.
" Numuche E-5, The Rught 1o Prvacy in MNigena' CALS Rewew of Nigerian Law and
Practice. (2007) (1], pp. 64 - 65.

JI' Sﬂ
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.. L if done by a person who is a party to a communication, who 1n
» the ordinary course of business 18 r:quil'ﬁd to tecord or
I b monitor communicaton;,™ or
* 1, if 1t takes place for purposes connected with the plﬂﬂﬂlﬂﬁ or
3

operations of a communicanon service or with the compliance,
in relation o that service, or of any enactment relating to the use
of communicanons services in Nigeria.™
In the following circumstances, interception may be done without 2
S wartant
T R R where one of the parties to the communication has consented to the
¢ . interception, provided that an incontrovertble proof of such
consent 15 available;™ or
b, where the intended recipient of that communication has consented to
the interceprion by anothet parry, provided that proof of such
consent is available.*"
Interception with warrant requires that the licensee shall act upon a warrant
issued by a Judge authorizing or requiring a licensee to whom it 15
addressed to comply with the provisions of the warrant, to secure any
one or more of the following;
2. The disclosure, in such manner as may be described in the watrant of
such intercepted communication;
b. Assistance to a foreign authonty per an international mutual assistance
agreement.”™ '

Ly

3.1.3 Application for a Warrant under the Regulations
Pursuant te the provisions of section 148 (c) of the Act, an application for
" a Warmant can be made to the Judge by any of ‘the following law

enforcement agencies: :

1. The Nadonal Security Adviser or his designee who shall not be below

' the equvalent of an Assistant Commissioner of Palice,
2. The Director of the State Secunty Services or his designee who shall
not be below the equivalent of an Assistant Commissioner of Police;
But where a Warrant 15 required pursuant to any international mutual
assistance or agreement, the application shall be made through the

#0 Nigenan Communications Act, Lawful Interception of Communications Regulations,
‘Regulation 4 (2)i7). y
¥ Nigenan Communicanons-Act, Lawful Intercepuion of Communications Regulations,
Regulanon 4 () (b) : : 2

2 Migenan Communications Act, Lawful Interception of Communications Regulations,
Regulanon 4{1) (4).

2 Migenan Communications Act, Lawful Intercepnon of Communicatons Reguladons,

 Regulation 4(1) I.'h} -
P Nygenan Communicanons Act, Lawful Intercepoon of Communications Regulanons
Regulatian 5.
P I
_ 52
13 |
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or performing public functions. This definition includes limited linlbilit}r
companies that are providing services affecting the interest and afﬁln? of
the public"* It is, therefore, apposite to conclude that telecommunications
industries render services that affect the interest and affairs of the public
as tegards right to freedom of communications. It is also important to note
that these telecommunications industres have obligation to !lfl:g'l.ﬂ-l‘-'d the
secrecy and privacy of the communications and information that may have
passed through their platform in the course of using their services by the
members of the public as subscabers: :

In view of the provisions of this Act; a request may be made to intercept
communicatons for the purpose of accessing informaton about a person
or institution. Telecommunications industries will be on the fence on
which duties to uphold between the obligations to protect the secrecy and
privacy of their subscribers and the one on creating access for information
under FOI Act.

3.3 Proposed Legislation

Interestingly, there are two pending legisladons before the National
Assembly to wit the Interception and Monitoring Bill 2012 and the
Telecommunications Facilities (Lawful Interception of Information) Bill
2019.2" 1f enacted, these laws will empower various security agencies to
intercept phone calls, emails and telegraphic communications, as well as
prohibitng certsin telecommunications services which cannot be
monitored.™

ol i

331 [Interception and Monitoring Bill

The Interception and Monitoring. Bill applies w all forms of

commurnicabons. The aim of the Bill is to:
provide for the interception and monitonng of cermin
communications, to provide for the interception of postal
articles and communications and for the monitoring of
communications in the case of a sedous offence or if the
security or other compelling natonal interest is threatened,
to prohibit the provision of certain telecommunication
services which do not have the capacity to be monitored

n‘-h-.pﬂm.

= I i i- -I!E I: I
215 Pending before the National Amsembly.
; 20T hid
5
3
j‘.:_-r et o
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~ By section 12 of the Bill, the Minister of Justice can also direct a service

# provider to transmit an intercepted communication o an approved
" individual ™ -

. 382 Conditions for Grant of Authority to Make Request

The conditions that must be met before a request can be made are not
specified in the Bill. However, Section 14 of the Bill states that in issues
:mlms genuine urgency or need, or where a police officer reasonably
believes that an inquiry under Section 13 cannot be made with reasonable
diligence in the drcumstances, the officer may request that a
mecommurnicatons service provider provides the officer with the name
and sddress of any subscober without first obmining the designated
person's authonisation. The Bill assumes that the appropriate security
lﬂﬂlﬁﬁﬁhﬂcimguhrnhﬁgﬁmmm:mqwt&mnis:rﬁcc

Fmﬁalumgcing,itmbcmﬂ:uw:s:mqums not have

that single swi gemerts law that bothers solely on telecommunicanons povacy

and lswhul interception, and unless the proposed legishition are given
> mmmqsump,whnﬂigc&ﬂmmmnﬂmdinthf&tmtkgishﬁmmd
. SITUtDIy Instruments.

4.0 loterception Capability

‘ Itiukespmﬁhilityupuumeurricepmvidmmﬁmmn to ensure that
the telecommunications network and faciliies they operate have
interception capability. ™ Such facilities may include technical requirements
of equipment to be installed by the licensees, including secunty to protect
any information duning fransmission or when archived™ A service

' :der or licensee will not be allowed to carry out communication
cervices where such service provider does not have interception

cnihiby™

5.0 Challenges Associated with Lawful Interception
Having an interception of communication law regime is a task that
presents 4 lot of issues and challenges, some of which result from

#Hiuﬁﬁgwm,hwﬂlmﬁmufww

jon 11 (2).

. :“WﬁWmuﬂlwdme
Regulabon 12

i
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