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4. Anti-virus Software Sites Access are
being denied

If you are trying to access Websites that
provide Internet security software and either
cannot gain access or the load time is
extremely long, this may be another indicator
that the Conficker Worm is present in your

computer.

6.0 PROTECTION AGAINST
DANGEROUS COMPUTER
WORMS

Worms  spread by  exploiting
vulnerabilities in operating systems.
All vendors supply regular security
updates (see "Patch Tuesday"), and if
these are installed to a machine then
the majority of worms are unable to
spread to it. If a vendor acknowledges
vulnerability, but has yet to release a
security update to patch it, a zero day
exploit is possible. However, these are
relatively rare.

Users need to be wary of opening
unexpected email, and should not run
attached files or programs, or visit web
sites that are linked to such emails.
However, as with the [LOVEYOU
worm, and with the increased growth
and efficiency of posing attacks, it
remains possible to trick the end-user
into running a malicious code.
Anti-virus and anti-spyware software
are helpful, but must be kept up-to-
date with new pattern files at least
every few days. The use of a firewall
is also recommended.

In the April-June, 2008, issue of TEEE
Transactions on Dependable and
Secure Computing, computer scientists
describe a potential new way to
combat mternct WOrms. The
researchers discovered how to contain
the kind of worm that scans the
Internet  randomly, looking  for
vulnerable hosts to infect. They found
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that the key is for software to monitor
the number of scans that machines on
a network send out. When a machine
starts sending out too many scans, it is
a sign that it has been infected,
allowing administrators to take it off
line and check it for viruses.

6.1 How to remove a Conficker Worm?
The only concern of millions of individual who
have recently found the Conficker worm on
their computer is how to get rid of the worm. It
is highly commendable to diagnose and detect
the presence of the worm on the system since
many people overlook the dormant but deadly
virus until it is too late and their operating
systems have been destroyed.

However, the fact that you have been
observant and caught it out does not mean that
your worries are over; in fact, they have
probably just begun.

It is in fact advisable for un individual with
more than one computer al home fto avoid
transferring any removable devices between
the computers until the Conficker worm has
been deleted. This is because the virus has a
Variant B which will hide in removable
devices and then attack during an auto-run
function. So the first very initial action should
be to control the reach of the Conficker virus
within the home.

Next, because the Conficker worm will disable
the anti-virus programs and automatic updates
on the system, one need to out think the strand
by downloading .anti-virus software in once
email.

The virus will prevent accessing any anti-virus
websites that offer the seccurity patch to
eliminate the threat or download the software
to destroy it. However, it will not prevent
opening email so if an antivirus is downloaded
to erase the Conficker virus from another
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source then one should he able to access and
start the download to clean the system,

If this does not work, a computer might have
to be taken 1o a computer expert who
specializes m deleting viruses because one
may need to have computer reformatted, which
can be a dangeraus job for a computer novice.
Plus. if the job 1s not properly executed. one
may risk losing viia data as well as re-infecting
system again with the Conficker worm onice
reformattng 15 complere,

0.2 Removal and detection

Microsoft has released a removal guide for the
worm, and recommends using the current
release of 1ts Windovws Malicious Soltware
Removal Tool 1 remove the worn, then
applying the patch to prevent re-infection.

i) Third-partics

Third-party anti-virus software vendors AVG
Technologies, McAfee, Panda  Security.
BitDefender, Symantec,
Sophos, Kaspersly Lab Trend Micro and
Sunbelt  Software  have detection
updates ta their products and claum to be able
to remove the worni,

ESET, [E-Secure,
|

released

ii) Automated remote detection

On 27 March 2000, Felix Leder and Tillmann
Werner from the Honeynet Project discovered
that Conficker-infected hosts have a detectable
stgnature when scanned remotely, The peer-lo-
peer command protocol used by variants D and
[ ol the worm has since been partially reverse-
engineered, allowing researchers 1o imitate the

worm - network's command  packets  and
postively adentifv imfected  computers  en-
masse,

Signature updates for o number of network

scanming - applications are now  available
including NMap und Nessus.. In addition.

several commercial vendors have released

dedicated scanners. namely eEve and Mcafee.

e e e st z - —

It can also be detected in passive mode by
sniffing broadcast domains for repeating ARP
reguests.

iii) US CERT

The United States  Computer Emercency
Readiness Team (US-CERT) recommends

disabling AutoRun to prevent Variant B of the
worm  from  spreading  through removable
media. Prior to the release of Microsoft
knowledgebase article KBY47715, US-CERT
described Microsoft's guidelines on disabling
Autorun as bemyg "not fullv effective” and
provided a workaround for disabling it more
effectively, US-CERT has also made a
network-based tool for detecting Conficker-
infected hosts available 1o federal and state
agencies.

7.0 CONCLUSIONS

The degree of damages done to the computer
and internet system by the computer worms
and 1ts cost implication is highly noteworthy.
Conficker has since spread rapidly into what is
now believed to be the largest computer worm
infection since the 2003 SQL Slanuner. with
more than seven million government, business
and home computers in over 200 countries
now under 1ts control.

The specific target of this viral attack is the
Windows 05, Conficker  worm  makes
computer to act a hle quirky lately. Due lo
the unigue nature of the Conficker worn, it has
some very pronunent symptoms which can be
diagnosed and on which the solution can be
proffered. The difference between a computer
worms and virus should highly reahise in order
to know the appropriate soluton for the
system.

As part of techmeal approach to solving
problems of worm. all vendors must supply
regular security updates, and these must be
mnstalled 1o a machine to disullow the majority
of worms from spreading 1o 1. Users must be
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ABSTRACT

The fear of Computter worms and virus have became the beginning of wi

sdom for most computer

users just as they both pose threats to the computer and iis all activities, organs and usefulness of

conputer sysien.
Compurter

Virus and Worms and therefore ris

Most of the computer and infernel Users camiot also differentiate berween
koa high damage 1o their svstem by performing

varions kinds of activities that are harmful to their system. The categories, damages, SYmploms,
preventions of a Conficker worm among others are

discussed in this paper.

Keywords: Computer, Conficker, Damages, Internet, Symptoms, Threat, Users, Virus.

1.0 INTRODUCTION

The threats by a virus and worms o a
computer  and internet  system  have
considerably been a source of concern to the
computer and internet USErs. The work or
research over the year can ecasily be destroyed
in a second by these elements. Communication
over the internet can be easily blocked, various
form of theft activities has been carried out due
to the vulnerabilities of a computer and
internet system [1}. A computer virus is a
computer program that can copy itself and
infect a computer. The term "virus" is also
commonly but erroncously used to refer 10
other types of malware. adware, and spyware
programs that do not have the reproductive
ability. A true virus can only spread from one
computer to another (in some
executable code) when its host is taken to the
target computer. for instance because @ user
sent it over a network or the Internet, of carried
it on a removable medium such as a floppy
disk. CD, DVD. or USB drive. Viruses can

form of

tn

Lhn

increase their chances of spreading to other
computers by infecting files on a network file

system or a file system that is accessed by
another computer [17, [2]-

As stated above, the term "computer virus" 18
sometimes used as a catch-all phrase © include
all tvpes of malware, adware, and spyware
programs that do not have the reproductive

ability. Malware includes computer viruses,

worms,  irojans, most rootkits, spyware,
dishonest adware, crime Wware, and other
malicious and unwanted software, including

frue viruses. Viruses are sometimes confused
with computer  Worms and Trojan horses,

which are technically different. A worm can
exploit security vulnerabilities to spread itself

automatically to other computers through
networks, while a Trojan is a program that
appears  harmless but  hides malicious

functions. Worms and Trojans, like viruses,







image2.emf

a compuier

pm ] sysiem's data OF
viruses an

jonce. Some d other malware
5\mptoms noticeable 0 the computer
i 4 many are  surreptitious and go
ped (1 (3}

aputer worm 18 @ self-replicating
. computer YO Oran. 1t uses @
/[ network 10 send copies of itself to
" des (computers on the network) and it
1950 without any user intervention. This
2 10 security shortcomings on the target
el Unlike a Virus, it does not need to
s jelf to an existing program. Worms
¢ ghways cause at least some harm tO the
o, if only by consuming bandwidth.

Valis

s viruses  almost always corrupt ot
i flles on @ targeted computer [41. (6]
il

2]

o the alarming rate of widely frauds in
anking sectors through the ATM machme,
a of people of all forms on the internet.
1 others allegedly beng pcrpctrmed by
fudsters through the vulnerabilities of
=t system, there should be strict measures
aious form in order 10 regulate and
Lt the threats being posed by these
% through the aid of computer Worms and
1 Computer worms assist the fraudster by

fing itself on the host computer and
aing important information for its end
o [honl

hacker).

LITERATURE REVIEW

3 Definition of a Conficker
ficker, also  known a8 Downup.

Widup and Kide. 1s @ computer_warm
F"“E fhe Microsoft Windows operating
'imlth?-l was first detecied 1 Novenmber
. ltuses flaws in Windows software and
:fill_im_ﬂi: on administrator passw ords
HOpt machines and link them into a virtual
?“;"-T that can be commanded remotely by
Mhors, Conficker has gince spread rapidly
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into what is now believed to be
computer worm infection since the 2003 SQL
Qlammer, Wwith more than mithion
government. business and home computers in
over 200 countries now under its control. The
worm has been unusually difficult to counter
because of its combined use of many advanced
malware technigues [11.L8] and [11).

the largest

seven

22 History of Conficker

The origin of the name Conficker is thought to
be a portmanteau of the English term
neonfigure” and the Germat word Ficker,
which means "to have sex with" of "to Mess
with" 1 colloquial German Microsoft analyst
Joshua Phillips gives an alternate interpretation
of the name, describing it as
of portions of the doman name traftic
converter.biz. which  was by early
versions of Conficker download updates

(12].[13]and 16}

a pearrangement

used

The first varant of Conficker, discov ered In
early November 2008, pmpugalcd through the
Internet LY exploiting @ yulnerability in a
network _service (MSD8-067) on Windows
2000, \jjum@j{, Windows Vista, Windows

Server \r\_t_lld_gl\iﬁg_ﬁ\q. 2008, and
Windows Server 2008 R2 DBeta While
Windows 7 may have been Affected by this
vulnerability. the windows 7 Beta was not
publicly available anul - January 2009.
Although NMicrosoft released an emergency
out-of-band 3. 2008 to close
the vulnerability, a Jarge number of Windows
PCs (estimated at 3090) remained unpatched as

late as January 2009. A second vartant of the

patch on October 2

worm, discovered in December 2008, added
the ability to propagate over LANs through
l;em,m'ghﬁ,,m;_djg and  network  shares.

Rescarchers believe that these Wwere decisive
factors N allowing the worm o propagate

January 009, the cstimated
infected  computers ranged  from
|5 million. Anuvirus

quickly: by
number  of
almost 9 million to
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software vendor P_uﬁau&gg_rg\_ reported that
of the 2 million computers analyzed through
ActiveScan, around 115,000  (6%)
infected with Conficker,

were

Recent estimates of the number of infecied
computers have been more notably difficult
because of changes in the propagation and
update strategy of recent variants of the worm
[15],(20] and [21].

3.0 CONFICKER: ITS OPERATION,
CATEGORIES AND DETECTION
3.1 Operation of Conficker

Although almost ull of the advanced malware
techniques used by Conficker have seen past
use or are well-known to researchers. The
worm's.unknown authors are also believed 1o
be tracking anti-malware efforts from nerwork
Operators and law  enforcement and have
regularly released new variants to close the
worm's own vulnerabilities.

3.2 Categories of Conficker
Five variants of the Conficker worm are
known and have been dubbed Conficker A, B,

C, D and E. They were discovered 2]
November 2008. 29 December 2008, 20
February 2009, 4 March 2009 and 7 April

2009, respectively. See appendix for details
4.0 METHODS OF SPREADING OR

DISTRIBUTION OF CONFICKER
Conficker can be propagated through the
Internet by exploiting a vulnerability in g
network  service (MS0§-067) on Windows
2000, Windows XP. Windows Vista, Windows
Server 2003, Windows Server 200x. and
Windows Server 2008 _R2  Beta. While
Windows 7 may have been affected by this
vulnerability, the Windows 7 Beta was not
publicly  available  untj) January - 2000,
Although Microsoft released an emergency
out-of-band patch on October 23, 2008 to
the vulnerability, a large number of Windows

close

e a §

PCs (estimated ai 30%) remained unpatched as
late as January 2009,

A second variant of the w orm, discovered in
December 2008, added the ability to propagate
over LANs through removable media and
network shares. Researchers tzlieve that these
were decisive factors in allowing the worm to
propagate  over LANs through removable
media and petwork shares.

5.0 SYMPTOMS OF CONFICKER
WORM

The specific target of this viral attack is the
Windows OS. If your computer is acting a
little quirky lately you might want (o find out if
your PC has the CF worm,

Below aie some basic examples of how to
know if you have the C onlicker worm on your
computer. Due to the unique nature of the
Conficker worm, there are some very
prominent symptoms that your computer will
have if the CF virus is present.

I. Locking-Out of Directory

It you find that You cannot access some
directories on your computer, this might be a
Strong that  you possibly  have the
Conficker worm on your PC.

This symptom is especially promunent if you
are the computer's administrator,

sign

2. Performance of Unsched uled Tasks

If a computer starts resetting restore points or
account  lock-out  policies  are resetting
automatically. then this can be a sign that your
PC has been infected.

3. It Disabled Windows Services Operation
Certain Windows services such as Windows
Defender. Automatic update. error reporting
and the Domain Name System have been
disabled without your request.

This 1s a very strong sign that the Windows OS
has been compromised.






